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Whats is this about
● Building (web) applications
● That deal with users
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postgres=# CREATE EXTENSION pgcrypto;
CREATE EXTENSION



  

postgres=# CREATE EXTENSION pgcrypto;
CREATE EXTENSION

postgres=# SELECT crypt('topsecret', gen_salt('bf'));
                            crypt                             
--------------------------------------------------------------
 $2a$06$gtwIVMvGNoClLvD4vqVwAus4OF47mLv0J6XyYylzpAKaf.dJm9qFC
(1 row)

Generating a hash



  

postgres=# CREATE EXTENSION pgcrypto;
CREATE EXTENSION

postgres=# SELECT crypt('topsecret', gen_salt('bf'));
                            crypt                             
--------------------------------------------------------------
 $2a$06$gtwIVMvGNoClLvD4vqVwAus4OF47mLv0J6XyYylzpAKaf.dJm9qFC
(1 row)

Generating a hash



  

postgres=# SELECT name, email FROM users WHERE
  users.userid='mha' AND
  users.pwdhash = 
     crypt('topsecret', users.pwdhash);

Verifying the password



  

Awesome, we're done?



  



  



  

CREATE OR REPLACE FUNCTION login(_userid text,
       _pwd text, OUT _email text)
 RETURNS text
 LANGUAGE plpgsql
AS $$
BEGIN
  SELECT email INTO _email FROM users
    WHERE users.userid=lower(_userid)
    AND pwdhash = crypt(_pwd, users.pwdhash);
END;
$$

Wrap check in a function



  

And use that
postgres=# select login('mha', 'somethingsilly');
 login 
-------
 
(1 row)

postgres=# select login('mha', 'topsecret');
        login        
---------------------
 magnus@hagander.net
(1 row)



  

Just one small problem...
postgres=# SELECT * FROM users;
 userid |                           pwdhash          
                  |        email        
--------
+---------------------------------------------------
-----------+---------------------
 mha    | 
$2a$06$JuAuqsbSvocROU49v4uEkOMVOCtc57gT6fHCAB.L7GDbC
uSHz7.gS | magnus@hagander.net
…
…
…
(11242 rows)

mailto:magnus@hagander.net


  

Prevent direct access!
CREATE OR REPLACE FUNCTION login(_userid text,
       _pwd text, OUT _email text)
 RETURNS text
 LANGUAGE plpgsql
 SECURITY DEFINER
AS $$
BEGIN
  SELECT email INTO _email FROM users
    WHERE users.userid=lower(_userid)
    AND pwdhash = crypt(_pwd, users.pwdhash);
END;
$$

REVOKE ALL ON users FROM public;



  

Prevent direct access!
postgres=> select * from users;
ERROR:  permission denied for relation users

postgres=> select login('mha', 'topsecret');
        login        
---------------------
 magnus@hagander.net
(1 row)



  



  

Thank you!

Twitter: @magnushagander
http://blog.hagander.net/
magnus@hagander.net

http://www.flickr.com/photos/osi/122937793/
http://www.flickr.com/photos/litlnemo/5304381201/in/photostream/

http://www.flickr.com/photos/86608983@N00/375048613/in/photostream/
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